
STATE OF MICHIGAN
96TH LEGISLATURE

REGULAR SESSION OF 2012

Introduced by Reps. Nesbitt, Opsommer and Horn

ENROLLED HOUSE BILL No. 5523
AN ACT to prohibit employers and educational institutions from requiring certain individuals to grant access to, 

allow observation of, or disclose information that allows access to or observation of personal internet accounts; to 
prohibit employers and educational institutions from taking certain actions for failure to allow access to, observation of, 
or disclosure of information that allows access to personal internet accounts; and to provide sanctions and remedies.

The People of the State of Michigan enact:

Sec. 1. This act shall be known and may be cited as the “internet privacy protection act”.

Sec. 2. As used in this act:

(a) “Access information” means user name, password, login information, or other security information that protects 
access to a personal internet account.

(b) “Educational institution” means a public or private educational institution or a separate school or department of 
a public or private educational institution, and includes an academy; elementary or secondary school; extension course; 
kindergarten; nursery school; school system; school district; intermediate school district; business, nursing, professional, 
secretarial, technical, or vocational school; public or private educational testing service or administrator; and an agent 
of an educational institution. Educational institution shall be construed broadly to include public and private institutions 
of higher education to the greatest extent consistent with constitutional limitations.

(c) “Employer” means a person, including a unit of state or local government, engaged in a business, industry, 
profession, trade, or other enterprise in this state and includes an agent, representative, or designee of the employer.

(d) “Personal internet account” means an account created via a bounded system established by an internet-based 
service that requires a user to input or store access information via an electronic device to view, create, utilize, or edit 
the user’s account information, profile, display, communications, or stored data.

Sec. 3. An employer shall not do any of the following:

(a) Request an employee or an applicant for employment to grant access to, allow observation of, or disclose 
information that allows access to or observation of the employee’s or applicant’s personal internet account.

(b) Discharge, discipline, fail to hire, or otherwise penalize an employee or applicant for employment for failure to 
grant access to, allow observation of, or disclose information that allows access to or observation of the employee’s or 
applicant’s personal internet account.
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Sec. 4. An educational institution shall not do any of the following:

(a) Request a student or prospective student to grant access to, allow observation of, or disclose information that 
allows access to or observation of the student’s or prospective student’s personal internet account.

(b) Expel, discipline, fail to admit, or otherwise penalize a student or prospective student for failure to grant access 
to, allow observation of, or disclose information that allows access to or observation of the student’s or prospective 
student’s personal internet account.

Sec. 5. (1) This act does not prohibit an employer from doing any of the following:

(a) Requesting or requiring an employee to disclose access information to the employer to gain access to or operate 
any of the following:

(i) An electronic communications device paid for in whole or in part by the employer.

(ii) An account or service provided by the employer, obtained by virtue of the employee’s employment relationship 
with the employer, or used for the employer’s business purposes.

(b) Disciplining or discharging an employee for transferring the employer’s proprietary or confidential information 
or financial data to an employee’s personal internet account without the employer’s authorization.

(c) Conducting an investigation or requiring an employee to cooperate in an investigation in any of the following 
circumstances:

(i) If there is specific information about activity on the employee’s personal internet account, for the purpose of 
ensuring compliance with applicable laws, regulatory requirements, or prohibitions against work-related employee 
misconduct.

(ii) If the employer has specific information about an unauthorized transfer of the employer’s proprietary information, 
confidential information, or financial data to an employee’s personal internet account.

(d) Restricting or prohibiting an employee’s access to certain websites while using an electronic communications 
device paid for in whole or in part by the employer or while using an employer’s network or resources, in accordance 
with state and federal law.

(e) Monitoring, reviewing, or accessing electronic data stored on an electronic communications device paid for in 
whole or in part by the employer, or traveling through or stored on an employer’s network, in accordance with state and 
federal law.

(2) This act does not prohibit or restrict an employer from complying with a duty to screen employees or applicants 
prior to hiring or to monitor or retain employee communications that is established under federal law or by a self-
regulatory organization, as defined in section 3(a)(26) of the securities and exchange act of 1934, 15 USC 78c(a)(26).

(3) This act does not prohibit or restrict an employer from viewing, accessing, or utilizing information about an 
employee or applicant that can be obtained without any required access information or that is available in the public 
domain.

Sec. 6. (1) This act does not prohibit an educational institution from requesting or requiring a student to disclose 
access information to the educational institution to gain access to or operate any of the following:

(a) An electronic communications device paid for in whole or in part by the educational institution.

(b) An account or service provided by the educational institution that is either obtained by virtue of the student’s 
admission to the educational institution or used by the student for educational purposes.

(2) This act does not prohibit or restrict an educational institution from viewing, accessing, or utilizing information 
about a student or applicant that can be obtained without any required access information or that is available in the 
public domain.

Sec. 7. (1) This act does not create a duty for an employer or educational institution to search or monitor the activity 
of a personal internet account.

(2) An employer or educational institution is not liable under this act for failure to request or require that an 
employee, a student, an applicant for employment, or a prospective student grant access to, allow observation of, or 
disclose information that allows access to or observation of the employee’s, student’s, applicant for employment’s, or 
prospective student’s personal internet account.

Sec. 8. (1) A person who violates section 3 or 4 is guilty of a misdemeanor punishable by a fine of not more than 
$1,000.00.

(2) An individual who is the subject of a violation of this act may bring a civil action to enjoin a violation of section 3 
or 4 and may recover not more than $1,000.00 in damages plus reasonable attorney fees and court costs. Not later than 
60 days before filing a civil action for damages or 60 days before adding a claim for damages to an action seeking 
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injunctive relief, the individual shall make a written demand of the alleged violator for not more than $1,000.00. The 
written demand shall include reasonable documentation of the violation. The written demand and documentation shall 
either be served in the manner provided by law for service of process in civil actions or mailed by certified mail with 
sufficient postage affixed and addressed to the alleged violator at his or her residence, principal office, or place of 
business. An action under this subsection may be brought in the district court for the county where the alleged violation 
occurred or for the county where the person against whom the civil complaint is filed resides or has his or her principal 
place of business.

(3) It is an affirmative defense to an action under this act that the employer or educational institution acted to 
comply with requirements of a federal law or a law of this state.

This act is ordered to take immediate effect.

Clerk of the House of Representatives

Secretary of the Senate

Approved

Governor



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU ([Based on '[High Quality Print]'] Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /ExportLayers /ExportVisiblePrintableLayers
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive true
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


